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DETAILED ACTION 

1 . This action is in response to the original filing of July 29, 2005. Claim 14 is 
cancelled. Claims (1-13 and 15-25) are pending and have been considered below. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 

2. Claims 1-13, 15-25 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Ishiguro et al. (European Patent Application EP 0856821 and hereinafter Ishiguro 
(Reference cited from 1492)) in view of Barlow et al. (US Patent No. 2004/0215964 and 
Barlow hereinafter). 



3. As to claim 1 , Ishiguro teaches a method for checking a digital signature, 
involving a microcircuit connectable to a data processing system, the 
microcircuit (e.g. IC card) being designed to receive requests to check digital 
signatures from the data processing system [col. 7, lines 35-40], and to process 
these requests, a digital signature being generated using a private key (i.e., secret 
key pT and qT) only known to a signatory entity (i.e.. Terminal) and associated with 
a public key (i.e.. Terminal public key nT) [col. 5, lines 10-25], said method 
comprising a step of storing a certificates table (i.e., public key) containing a 
digest form (i.e., master public key nA) of at least one public key in a memory (i.e., 
pre-stored in IC Card) in the microcircuit (i.e., IC card) [col. 20, lines 22-33], and a 
phase of checking (i.e., verifying) a digital signature [col. 20, lines 25-27] 
comprising steps of: 

receiving by the microcircuit (e.g. IC card) a digital signature to be checked 
and a public key in a pair of keys comprising a private key that was used to 
generate the digital signature to be checked (i.e., verify) [col. 9, lines 30-35], 
calculating a digest form of the received public key (i.e., Ishiguro teaches the 
utilization of a computation method involving receiving a signature and key for a sender. 
Inputting the signature and key into a signature verification function. The computed 
results are compared with a predetermined condition for verification purposes [col. 2, 
lines 45-58]), and decrypting [i.e., decryption/par. 29, lines 10-20] the digital 
signature using the received public key if the calculated digest form of the public 
key (i.e., nA) is located (i.e., is Valid) in the certificates table (i.e. predetermine area, 
EEPROM). 



However Ishiguro does not expressly teach: 

and searching for the calculated digest form of the public key in the 
certificates table 

However, these features are well known in the art and would have been an obvious 
modification of the systenn disclosed by Ishiguro as introduced by Barlow. Barlow 
discloses: 

and searching for the calculated digest form of the public key in the 

certificates table (to provide IC Card information management of secure storage 
[par. 56 - par. 57]) 

Therefore, given the teachings of Barlow, a person having ordinary skill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 
Ishiguro by employing the well known features of IC Card information management of 
secure storage disclosed above by Barlow, for which IC Card signature authentication 
will be enhanced [par. 56 - par. 57]. 

4. As to claim 2, Ishiguro teaches a method further comprising a phase of 
inserting a public key into the certificates table, comprising steps consisting of: 

receiving by the microcircuit a certificate of the public key to be inserted in 
the certificates table (i.e., Ishiguro teaches pre-storing a master public key on IC Card 
[col. 29, lines 25-27]), and a public key from a certification entity that 



generated the certificate [col. 29, lines 25-27], the certificate comprising the public key 
to be added (i.e., pre-storing) into the certificates table (i.e. predetermine area, 
EEPROM) and a digital signature (i.e., master digital signature) of the certification 
entity [col. 29, lines 20-25], generated using a private key belonging to a pair of keys 
including the public key of the certification entity, calculating by the microcircuit a 
digest form of the public key received from the certification entity (i.e., Ishiguro 
teaches the utilization of a computation method involving receiving a signature and key 
for a sender. Inputting the signature and key into a signature verification function. The 
computed results are compared with a predetermined condition for verification purposes 
[col. 2, lines 45-58]), decrypting the digital signature using the public key received 
from the certification entity if the calculated digest form of the public key is 
located in the table (i.e., Ishiguro teaches specific keys stored on the IC card used for 
decrypting various pieces of information [col. 29, lines 10-20]), extracting the public 
key to be inserted from the certificate if the decrypted digital signature is correct, 
calculating a digest of the public key extracted from the certificate (i.e., Ishiguro 
teaches the utilization of a computation method involving receiving a signature and key 
for a sender. Inputting the signature and key into a signature verification function. The 
computed results are compared with a predetermined condition for verification purposes 
[col. 2, lines 45-58]), and inserting the calculated digest in the certificates table 
(i.e., public key pre-stored/ col. 29, lines 10-25). 



However Ishiguro does not expressly teach: 



and searching for the calculated digest form of the public key in the 
certificates table 

However, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Ishiguro as introduced by Barlow. Barlow 

discloses: 

and searching for the calculated digest form of the public key in the 
certificates table (to provide IC Card information management of secure storage 
[par. 56 - par. 57]) 

Therefore, given the teachings of Barlow, a person having ordinary skill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 
Ishiguro by employing the well known features of IC Card information management of 
secure storage disclosed above by Barlow, for which IC Card signature authentication 
will be enhanced [par. 56 - par. 57]. 

5. As to claims 3 and 4, the system disclose by Ishiguro teaches substantial 
features of the claim invention (discussed above) it fails to disclose: 

A method where the phase of inserting a public key in the certificates table 
comprises a step of inserting in the certificates table of a pointer to the 
digest of the public key of the certification entity that issued the certificate 
of the public key to be inserted, so as to define a certification tree in 
combination with the inserted digest of the public key (claim 3). 



A method further comprising a phase of deleting a digest of a public key 
from the certificates table, comprising steps of deleting from the 
certificates table the digest of a public key to be removed, and deleting 
from the certificates table all digests of public keys associated with a 
pointer indicating the public key to be removed (claim 4). 

However, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Ishiguro as introduced by Barlow. Barlow 
discloses: 

A method where the phase of inserting a public key in the certificates table 
comprises a step of inserting in the certificates table of a pointer to the 
digest of the public key of the certification entity that issued the certificate 
of the public key to be inserted, so as to define a certification tree in 
combination with the inserted digest of the public key (claim 3) (to provide 
certificate inserting capability to a IC Card [par. 45]). 

A method further comprising a phase of deleting a digest of a public key 
from the certificates table, comprising steps of deleting from the 
certificates table the digest of a public key to be removed, and deleting 
from the certificates table all digests of public keys associated with a 
pointer indicating the public key to be removed (claim 4) (to provide 
certificate deleting capability from a IC Card [par. 45]). 



Therefore, given the teachings of Barlow, a person having ordinary sl<ill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 
Ishiguro by employing the well known features of inserting and deleting certificate 
disclosed above by Barlow, for which IC Card signature authentication will be enhanced 
[par. 45]. 

6. As to claim 5, Ishiguro teaches a method where each public key digest 
entered into the certificates table is associated with a validity end date (i.e., term 
of validity [col. 29, lines 10-20]), the phase of inserting a public key into the 
certificates table further comprising steps of reading in a received certificate (i.e., 
public key) a validity end date (i.e., term of validity [col. 29, lines 10-20]) of the public 
key to be inserted (i.e., public key pre-stored), and entering the validity end date 
(i.e., term of validity) of the public key to be inserted into the certificates table (i.e., 
tern of validity stored on the IC Card [col. 29, lines 10-20]), together with the digest of 
the public key to be inserted (i.e., pre-stored public key), if it is earlier than the 
validity end date of the public key of the certification entity read in the certificates 
table (i.e., Ishiguro teaches verifying the validity of signature containing the public key. 
Ishiguro teaches if valid performing read operation [col. 7, lines 35-45]). 

7. As to claim 6, Ishiguro teaches a method where each digest of a public key 
entered in the certificates table is associated with a usage counter (i.e., term of 
validity) that is incremented every time that a digital signature is checked using 
the public key [i.e., use of public key/col. 31, lines 1-10] (i.e., Ishiguro teaches storing 



term of validity information [col. 29, lines 15-20]. Ishiguro teaches a value for which a 
usage determination is made base on said value [col. 31, lines 5-20] Ishiguro teaches 
subtracting from available value subsequent of usage), 

However Ishiguro does not expressly teach: 

and said method comprising deletion of a public key digest from the certificates 
table when the usage counter is zero and the number of empty locations in the 
certificates table is less than a predetermined threshold. 

However, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Ishiguro as introduced by Barlow. Barlow 
discloses: 

and said method comprising deletion of a public key digest from the certificates 
table when the usage counter is zero and the number of empty locations in the 
certificates table is less than a predetermined threshold (to provide certificate 
deleting capability from a IC Card [par. 45]). 

Therefore, given the teachings of Barlow, a person having ordinary skill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 

Ishiguro by employing the well known features of deleting certificate disclosed above by 
Barlow, for which IC Card signature authentication will be enhanced [par. 45]. 



8. As to claim 7, Ishiguro teaches a method where each public key digest 
entered into the certificates table is associated with a usage counter that is 
incremented every time that a digital signature is checked using the public 

key [col. 31 , lines 35-45], and with a last usage date that is updated every time that 
the associated usage counter is incremented [col. 31, lines 35-45] ((i.e., Ishiguro 
teaches storing term of validity information [col. 29, lines 15-20]. Ishiguro teaches a 
value for which a usage determination is made base on said value [col. 31 , lines 5-20]. 
Ishiguro teaches subtracting from available value subsequent of usage). 

However Ishiguro does not expressly teach: 

said method further comprising a step to select a digest of a public key to be 
deleted as a function of the corresponding associated values of the usage 
counter and the last usage date when the number of empty locations in the 
certificates table is less than a predetermined threshold 

However, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Ishiguro as introduced by Barlow. Barlow 

discloses: 

said method further comprising a step to select a digest of a public key to be 
deleted as a function of the corresponding associated values of the usage 
counter and the last usage date when the number of empty locations in the 



certificates table is less than a predetermined threshold (to provide IC Card 
information management of secure storage [par. 56 - par. 57]). 

Therefore, given the teachings of Barlow, a person having ordinary sl<ill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 
Ishiguro by employing the well known features of IC Card information management of 
secure storage disclosed above by Barlow, for which IC Card signature authentication 
will be enhanced [par. 56 - par. 57]. 

9. As to claim 8, Ishiguro teaches a method where the microcircuit uses a 
predefined hashing function to calculate the digest forms of the public keys (i.e., 
Ishiguro teaches the utilization of a computation method involving receiving a signature 
and key for a sender. Inputting the signature and key into a signature verification 
function. The computed results are compared with a predetermined condition for 
verification purposes [col. 2, lines 45-58]). 

1 0. As to claim 9, Ishiguro teaches a method further comprising a phase of 
inserting a root (i.e., master) public key in the certificates table (i.e., Ishiguro 
teaches pre-storing a master public key on IC card [col. 29, lines 20-30]), this insertion 
phase being done by a write processing controlled by a MAC calculated using a 
specific key in the microcircuit and only known to an entity having issued the 
microcircuit (i.e., Ishiguro teaches a card dispenser which records initial information on 
to the IC card [col. 29, lines 20-25]). 



11. As to claim 1 0, Ishiguro teaches a method where the digest of a public key 
memorized in the certificates table is obtained by calculating a digest of the 
public key associated with other information such as the validity end date of 

the public key (i.e., Isliiguro teaclies the utilization of a computation method involving 
receiving a signature and key for a sender. Inputting the signature and key into a 
signature verification function. The computed results are compared with a 
predetermined condition for verification purposes [col. 2, lines 45-58]), 

However Ishiguro does not expressly teach: 

identity information and serial numbers, this information being 

transmitted to the microcircuit every time that the signature is checked using 

the public key. 

However, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Ishiguro as introduced by Barlow. Barlow 
discloses: 

identity information and serial numbers, this information being 

transmitted to the microcircuit every time that the signature is checked using 

the public key (to provide certificate transmittal capability [par. 84]). 



Therefore, given the teachings of Barlow, a person having ordinary sl<ill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 
Ishiguro by employing the well known features of certificate transmittal disclosed above 
by Barlow, for which IC Card signature authentication will be enhanced [par. 84]. 

12. As to claim 1 1 , Ishiguro teaches a method according to claim 1, wherein the 
digest of a public key memorized in the certificates table is obtained by 
calculating a digest of the certificate received by the microcircuit when the public 

key is inserted in the certificates table (i.e., Ishiguro teaches the utilization of a 
computation method involving receiving a signature and key for a sender. Inputting the 
signature and key into a signature verification function. The computed results are 
compared with a predetermined condition for verification purposes [col. 2, lines 45-58]), 

However Ishiguro does not expressly teach: 

this certificate being transmitted to the microcircuit every time that the signature 
is checked using the public key. 

However, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Ishiguro as introduced by Barlow. Barlow 
discloses: 

this certificate being transmitted to the microcircuit every time that the signature 
is checked using the public key (to provide certificate transmittal capability [par. 84]). 



Therefore, given the teachings of Barlow, a person having ordinary skill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 
Ishiguro by employing the well known features of certificate transmittal disclosed above 
by Barlow, for which IC Card signature authentication will be enhanced [par. 84]. 

13. As to claim 12, Ishiguro teaches a method where the certificates table (i.e., 
public key) is stored in a secure memory area in the microcircuit (i.e., Ishiguro 
teaches pre-storing a master public key on IC Card [col. 29, lines 25-27]). 

14. As to claim 13, Ishiguro teaches a microcircuit, designed to receive requests 
to checl( digital signatures from a data processing system, and to process these 
requests, a digital signature being generated using a private key only known to a 
signatory entity and associated with a public key, said microcircuit comprising: 

memory means for storing a certificates table containing a digest form of at 
least one public key (i.e., Ishiguro teaches pre-storing a master public key on IC Card 
[col. 29, lines 25-27]) , means for receiving a digital signature to be checked and a 
public key in a pair of keys comprising a private key that was used to generate 
the digital signature to be checked [col. 7, lines 35-40], means for calculating a 
digest form of the received public key (i.e., Ishiguro teaches the utilization of a 
computation method involving receiving a signature and key for a sender. Inputting the 
signature and key into a signature verification function. The computed results are 
compared with a predetermined condition for verification purposes [col. 2, lines 45-58]), 



and means for decrypting the digital signature using the received public key (i.e., 
specific l<eys) if the calculated digest form of the public key is located in the 
certificates table (i.e., Ishiguro teaches specific l<eys stored on the IC card used for 
decrypting various pieces of information [col. 29, lines 10-20]). 

However Ishiguro does not expressly teach: 

and for searching for the calculated digest form of the public key in the 
certificates table 

However, these features are well known In the art and would have been an obvious 
modification of the system disclosed by Ishiguro as introduced by Barlow. Barlow 
discloses: 

and for searching for the calculated digest form of the public key in the 
certificates table (to provide IC Card information management of secure storage 
[par. 56 - par. 57]) 

Therefore, given the teachings of Barlow, a person having ordinary skill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 
Ishiguro by employing the well known features of 10 Card information management of 
secure storage disclosed above by Barlow, for which IC Card signature authentication 
will be enhanced [par. 56 - par. 57]. 



15. 14. (canceled) 



16. As to claim 15, Ishiguro teaches a microcircuit further comprising: 

means for receiving a certificate of the public key to be inserted in the 
certificates table (i.e., Ishiguro teaches a card dispenser records a initial information to 
the IC Card [col. 29, lines 20-25]), and a public key from a certification entity that 
generated the certificate, the certificate comprising the public key to be added 
(i.e., pre-stored on IC Card) into the certificates table and a digital signature of the 
certification entity (i.e., Ishiguro teaches a master public key and digital signature pre- 
stored on IC Card [col. 29, lines 20-20]), generated using a private key belonging to a 
pair of keys including the public key of the certification entity, means for calculating a 
digest form of the public key received from the certification entity (i.e., Ishiguro 
teaches the utilization of a computation method involving receiving a signature and key 
for a sender. Inputting the signature and key into a signature verification function. The 
computed results are compared with a predetermined condition for verification purposes 
[col. 2, lines 45-58]), means for decrypting the digital signature using the public 
key received from the certification entity if the calculated digest form of the public 
key is located in the table (i.e., Ishiguro teaches specific keys stored on the IC card 
used for decrypting various pieces of information [col. 29, lines 10-20]), means for 
extracting the public key to be inserted from the certificate if the decrypted digital 
signature is correct, means for calculating a digest of the public key extracted from 
the certificate (i.e., Ishiguro teaches the utilization of a computation method involving 
receiving a signature and key for a sender. Inputting the signature and key into a 
signature verification function. The computed results are compared with a 



predetermined condition for verification purposes [col. 2, lines 45-58]), and for inserting 
tlie calculated digest in the certificates table. 

However Ishiguro does not expressly teach: 

and for searching for the calculated digest form of the public key in the 
certificates table 

However, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Ishiguro as introduced by Barlow. Barlow 
discloses: 

and for searching for the calculated digest form of the public key in the 
certificates table (to provide IC Card information management of secure storage 
[par. 56 - par. 57]) 

Therefore, given the teachings of Barlow, a person having ordinary skill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 
Ishiguro by employing the well known features of IC Card information management of 
secure storage disclosed above by Barlow, for which IC Card signature authentication 
will be enhanced [par. 56 - par. 57]. 

17. As to claims 16 and 17, the system disclose by Ishiguro teaches substantial 
features of the claim invention (discussed above) it fails to disclose: 

A microcircuit further comprising means for inserting in the certificates 
table a pointer to the digest of the public key of the certification entity that 



issued the certificate of the public key to be inserted, so as to define a 
certification tree in combination with the inserted digest of the public key 

(claim 16). 

A microcircuit further comprising means for deleting from the certificates 
table a digest of a public key to be removed, and means for deleting from 
the certificates table all digests of public keys associated with a pointer 
indicating the public key to be removed (claim 17). 

However, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Ishiguro as introduced by Barlow. Barlow 
discloses: 

A microcircuit further comprising means for inserting in the certificates 
table a pointer to the digest of the public key of the certification entity that 
issued the certificate of the public key to be inserted, so as to define a 
certification tree in combination with the inserted digest of the public key 

(claim 16) (to provide certificate inserting capability to a IC Card [par. 45]). 

A microcircuit further comprising means for deleting from the certificates 
table a digest of a public key to be removed, and means for deleting from 
the certificates table all digests of public keys associated with a pointer 

indicating the public key to be removed (claim 17) (to provide certificate 
deleting capability from a IC Card [par. 45]). 



Therefore, given the teachings of Barlow, a person having ordinary skill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 
Ishiguro by employing the well known features of inserting and deleting certificate 
disclosed above by Barlow, for which IC Card signature authentication will be enhanced 
[par. 45]. 

18. As to claim 18, Ishiguro teaches a microcircuit further comprising: 
means for reading in a received certificate a validity end date of a public 

key to be inserted [col. 29, lines 20-25], and means for entering the validity end 
date of the public key to be inserted into the certificates table (i.e., tem of validity 
stored on the IC Card [col. 29, lines 10-20]), together with the digest of the public 
key to be inserted [col. 29, lines 20-30], if the validity end date is earlier than the 
validity end date of the public key of the certification entity read in the certificates 
table (i.e., Ishiguro teaches verifying the validity of signature containing the public key. 
Ishiguro teaches if valid performing read operation [col. 7, lines 35-45]). 

19, As to claim 19, Ishiguro teaches a microcircuit further comprising means for 
incrementing a usage counter associated with each public key digest entered 
into the certificates table, every time that a digital signature is checked 

using the public key (i.e., Ishiguro teaches storing term of validity information [col. 29, 
lines 15-20]. Ishiguro teaches a value for which a usage determination is made base on 



said value [col. 31 , lines 5-20]. Ishiguro teaches subtracting from available value 
subsequent of usage), 

However Ishiguro does not expressly teach: 

and means for deleting a public key digest from the certificates table when the 
associated usage counter is zero and the number of empty locations in the 
certificates table is less than a predetermined threshold. 

However, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Ishiguro as introduced by Barlow. Barlow 
discloses: 

and means for deleting a public key digest from the certificates table when the 
associated usage counter is zero and the number of empty locations in the 
certificates table is less than a predetermined threshold (to provide certificate 
deleting capability from a IC Card [par. 45]). 

Therefore, given the teachings of Barlow, a person having ordinary skill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 
Ishiguro by employing the well known features of deleting certificate disclosed above by 
Barlow, for which IC Card signature authentication will be enhanced [par. 45]. 



20. As to claim 20, Ishiguro teaches a microcircuit further comprising means for 
updating a last usage date associated with each public key digest entered into 
the certificates table, every time that a digital signature is checked using 
the public key (i.e., Ishiguro teaches storing term of validity information [col. 29, lines 

15-20]. Ishiguro teaches a value for which a usage determination is made base on said 
value [col. 31, lines 5-20]. Ishiguro teaches subtracting from available value subsequent 
of usage). 

However Ishiguro does not expressly teach: 

means for deleting a public key digest from the certificates table when the 
number of empty locations in the certificates table is less than a predetermined 
threshold, and means for selecting a digest of a public key to be deleted as a 
function of the corresponding associated values of the usage counter and the 
last usage date. 

However, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Ishiguro as introduced by Barlow. Barlow 

discloses: 

means for deleting a public key digest from the certificates table when the 
number of empty locations in the certificates table is less than a predetermined 
threshold (to provide certificate deleting capability from a IC Card [par. 45]), and 



means for selecting a digest of a public key to be deleted as a function of the 
corresponding associated values of the usage counter and the last usage date (to 
provide IC Card information management of secure storage [par. 56 - par. 57]). 

Therefore, given tlie teacliings of Barlow, a person iiaving ordinary sl<ill in tlie art at tlie 
time of the invention would have recognized the desirability and advantage of modifying 
Ishiguro by employing the well known features of IC Card information management 
disclosed above by Barlow, for which IC Card signature authentication will be enhanced 
[par. 56 - par. 57]). 

21 . As to claim 21 , Ishiguro teaches a microcircuit further comprising means for 
executing a predefined hashing function to calculate the digest forms of the 
public keys (i.e., Ishiguro teaches the utilization of a computation method involving 
receiving a signature and key for a sender. Inputting the signature and key into a 
signature verification function. The computed results are compared with a 
predetermined condition for verification purposes [col. 2, lines 45-58]). 

22. As to claim 22, Ishiguro teaches a method further comprising means for 
inserting a root (i.e., master) public key in the certificates table (i.e., Ishiguro 
teaches pre-storing a master public key on IC card [col. 29, lines 20-30]), using a write 
processing controlled by a MAC calculated using a specific key in the 
microcircuit and only known to an entity having issued the microcircuit (i.e.. 



Ishiguro teaches a card dispenser which records initial information on to the IC card 
[col. 29, lines 20-25]). 

23. As to claim 23, Ishiguro teaches a method where the means for calculating 
the digest of a public key memorized in the certificates table comprise means for 
calculating a digest of the public key associated with other information 
comprising the validity end date (i.e., term of validity) of the public key, identity 
information and serial numbers (i.e., identification number), this information being 
transmitted to the microcircuit (I.e., IC terminal ) every time that the signature is 
checked (i.e., signature checked by IC terminal) using the public key [claim 1 , col. 30, 
lines 25-45]. 

24. As to claim 24, Ishiguro teaches a method where the means for calculating 
the digest of a public key memorized in the certificates table comprise means for 
calculating a digest of the certificate received by the microcircuit when the 
public key is inserted in the certificates table, (i.e., Ishiguro teaches the utilization of 
a computation method involving receiving a signature and key for a sender. Inputting 
the signature and key into a signature verification function. The computed results are 
compared with a predetermined condition for verification purposes [col. 2, lines 45-58]). 

However Ishiguro does not expressly teach: 

this certificate being transmitted to the microcircuit every time that the signature 
is checked using the public key. 



However, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Ishiguro as introduced by Barlow. Barlow 
discloses: 

this certificate being transmitted to the microcircuit every time that the signature 
is checked using the public key (to provide certificate transmittal capability [par. 84]). 

Therefore, given the teachings of Barlow, a person having ordinary sl<ill in the art at the 
time of the invention would have recognized the desirability and advantage of modifying 
Ishiguro by employing the well known features of certificate transmittal disclosed above 
by Barlow, for which IC Card signature authentication will be enhanced [par. 84]. 

25. As to claim 25, Ishiguro teaches a method according where the memory 
means for storing the certificates table (i.e., public key) is a secure memory area 
(i.e., Ishiguro teaches pre-storing a master public key on IC Card [col. 29, lines 25-27]). 
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